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Summary of data 
processing performed: 

 
 

CACEIS Investor services is an asset servicing bank specialising in post-trade functions related to 
administration and monitoring of all asset classes. With a solid IT infrastructure, we provide execution, 
clearing, custody, depositary and asset valuation services in markets worldwide to assist institutional and 
corporate clients in meeting their business development objectives. It is a regulated company and as such 
complies to national, European and international legal and regulatory requirements. 

 

  

 
 
 
 
  



CACEIS position with regards to the GDPR 
 

 

CACEIS October, 2020 Version 1.2 Page 3 of 25 

Table of contents 

 

1 OVERVIEW OF THE DATA PROCESSED BY CACEIS AS A PROCESSOR (GDPR CHAPTER 1 AND 2) ......................................................................... 5 

2 UPHOLDING OF THE INDIVIDUAL RIGHTS OF THE DATA SUBJECT (GDPR CHAPTER 4) ............................................................................................ 9 

3 CONTRACTUAL AND LEGAL SET-UP FOR APPLYING THE GENERAL DATA PROTECTION REGULATION ............................................................. 10 

3.1 GENERAL PURPOSE ............................................................................................................................................................................................................. 10 
3.2 LEGAL AND CONTRACTUAL STRATEGY ...................................................................................................................................................................... 10 
3.3 QUALIFICATION OF CACEIS ROLE UNDER GDPR ....................................................................................................................................................... 10 

3.3.1 Qualification of CACEIS under GDPR vis-à vis its clients ......................................................................................................................................... 11 
3.3.2 Qualification of CACEIS under GDPR vis-à vis its suppliers ..................................................................................................................................... 11 

3.4 GENERAL ORGANISATION AND MANAGEMENT OF CONTRACTUAL RELATIONS ............................................................................................................................ 12 
3.4.1 GDPR Legal Review Committee ............................................................................................................................................................................... 12 

4 ORGANISATIONAL SECURITY MEASURES ........................................................................................................................................................................ 13 

4.1 DATA PROTECTION OFFICER (GDPR CHAPTER 4, SECTION 4, ARTICLES 37, 38, 39) .............................................................................................................. 13 
4.2 COMMITMENT TO DATA SECRECY AND CONFIDENTIALITY (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1) ................................................................................ 13 
4.3 WORK DIRECTIVES, COACHING AND TRAINING SESSIONS ON DATA PROTECTION (GDPR CHAPTER 4, SECTION 4, ARTICLE 39.1(B)) .......................................... 13 
4.4 RECORDS OF PROCESSING ACTIVITIES (GDPR CHAPTER 4, SECTION 1, ARTICLE 30) ............................................................................................................. 14 
4.5 PERSONAL DATA BREACH PROCEDURES (GDPR SECTION 2, ARTICLE 33 AND 34) .................................................................................................................. 14 
4.6 INFORMATION SECURITY GUIDELINES (CHAPTER 2, ARTICLE 6 ; CHAPTER 4, SECTION 2, ARTICLES 24, 25 ; AND SECTION 3, ARTICLE 35) ............................... 15 
4.7 DATA STORAGE / PROCESSING OUTSIDE EUROPE (GDPR CHAPTER 5, ARTICLE 44) ............................................................................................................... 16 

5 TECHNICAL SECURITY MEASURES TO PROTECT PERSONAL DATA ........................................................................................................................... 17 

5.1 OVERVIEW OF THE TECHNICAL ARCHITECTURE ...................................................................................................................................................................... 17 
5.2 MEASURES TO PSEUDONYMISE AND ANONYMISE PERSONAL DATA (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(A)) .............................................................. 17 
5.3 MEASURES TO ENCRYPT PERSONAL DATA (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(A)) ................................................................................................ 17 
5.4 MEASURES TO ENSURE ONGOING CONFIDENTIALITY (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(B)) .................................................................................. 17 
5.5 MEASURES TO ENSURE ONGOING INTEGRITY (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(B)) ............................................................................................ 18 
5.6 MEASURES TO ENSURE ONGOING AVAILABILITY (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(B) (C)) ................................................................................... 18 
5.7 MEASURES TO ENSURE ONGOING RESILIENCE OF THE SYSTEMS AND SERVICES (GDPR CHAPTER 4, SECTION 2, ARTICLE 32.1(B)) .......................................... 19 
5.8 MEASURES FOR REGULAR REVIEWING, ASSESSING AND EVALUATING OF THE EFFECTIVENESS OF TECHNICAL AND ORGANISATIONAL MEASURES (GDPR CHAPTER 

4, SECTION 2, ARTICLE 32.1(D)) ..................................................................................................................................................................................................... 19 

6 DETAIL FOR SPECIFIC TECHNICAL AND ORGANISATIONAL PROTECTION MEASURES ........................................................................................... 20 

6.1 PHYSICAL SECURITY MEASURES ........................................................................................................................................................................................... 20 
6.1.1 CACEIS Office space ................................................................................................................................................................................................ 20 



CACEIS position with regards to the GDPR 
 

 

CACEIS October, 2020 Version 1.2 Page 4 of 25 

6.1.2 Data centre processing facilities ................................................................................................................................................................................ 20 
6.2 AUTHENTICATION MANAGEMENT AND CONTROL ..................................................................................................................................................................... 20 

6.2.1 User Identification ...................................................................................................................................................................................................... 20 
6.2.2 Authentication ............................................................................................................................................................................................................ 21 
6.2.3 Access to data processing systems .......................................................................................................................................................................... 21 

6.3 ACCESS CONTROL BY AUTHORISATION MANAGEMENT ............................................................................................................................................................ 21 
6.4 COPY PROTECTION OF DATA ................................................................................................................................................................................................ 22 
6.5 DISCLOSURE CONTROL ....................................................................................................................................................................................................... 22 

6.5.1 Information transport and Electronic data transmission ............................................................................................................................................ 22 
6.5.2 Data Security ............................................................................................................................................................................................................. 23 
6.5.3 System resilience and penetration tests .................................................................................................................................................................... 23 
6.5.4 Portable PCs (laptops) and mobile devices ............................................................................................................................................................... 23 
6.5.5 Disposal of used PCs and data storage media ......................................................................................................................................................... 23 

6.6 AVAILABILITY CONTROL ........................................................................................................................................................................................................ 24 
6.6.1 Security facilities in hardware areas (server rooms, data centre) ............................................................................................................................. 24 
6.6.2 Data backup ............................................................................................................................................................................................................... 24 
6.6.3 Precautions against disasters .................................................................................................................................................................................... 24 

6.7 AUDIT TRAIL FOR PERSONAL DATA INPUT, CHANGES AND ERASURES ....................................................................................................................................... 24 
6.8 DATA DELETION AND RESTRICTION OF PROCESSING .............................................................................................................................................................. 25 
6.9 SUB-CONTRACTING CONTROL .............................................................................................................................................................................................. 25 

 

  



CACEIS position with regards to the GDPR 
 

 

CACEIS October, 2020 Version 1.2 Page 5 of 25 

1 Overview of the data processed by CACEIS as a processor (GDPR Chapter 1 and 2) 

 
CACEIS provides (a) a range of core market services for their institutional clients ranging from execution, clearing, trade management, position keeping, 
foreign exchange, custody and cash services, portfolio administration, master data services, etc; (b) Tailored services for the dedicated needs of Asset 
managers, Institutions, Corporate Banks, Brokers and Private Equity funds. Including Trustee, fund structuring, fund distribution, general meetings, depositary 
and position keeping etc; (c) Digital services to manage your data. 
 
To perform and deliver these services, CACEIS not only complies with the technical standards and guidelines, but also ensures compliance with national and 
international banking and investments services providers regulations within the EU and elsewhere. 
 
Information is therefore collected and processed to meet those requirements. Personal data is collected and used for legal and regulatory purposes, including 
for the contractual execution of the contract. The minimum necessary is collected, processed and then archived to meet stipulated retention requirements. 
Data is never used for other purposes. 
 
Personal data collected, stored and used includes:  

• Data of natural persons acting as representatives of CACEIS clients  
• Data of natural persons acting as representatives of CACEIS prospects 
• Third parties data entrusted to us by our customers 

 
With the exception of very few cases limited to a handful of customers, CACEIS does not process any special categories of personal data. 
 
On the following two pages, you will find the list of services offered by CACEIS and a summary of the content of our processing file (GDPR Processing 

Register)  
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Service Details of the service Nature and purpose of processing

Processing 

is required 

to provide 

service to 

the client 

(yes/no) (***)

Other purposes of 

processing

Speci

al 

categ

ory of 

PD (1)

PD 

required 

for the 

services 

rendered 

under 

the 

Contract 

(2)

Other 

PD (3)

Other PDs 

(specify if (3) = 

"Yes")

Employees 

of the Client
Investors (1)

Other 

category

Other category of 

persons concerned

General (**) rule 

applied 

Other rules (if 

applicable)

Asset Retention and Cash Management 

Services
Local and global custody Yes

Retention of domestic and international 

assets. Processing of settlement-delivery 

transactions and related to corporate 

actions

Yes No Yes No Yes No Yes

Investment Managers 

appointed by the Client or 

the funds

Yes

Asset Retention and Cash Management 

Services
Payments Yes All payments in all currencies Yes No Yes No Yes No Yes Investment Managers Yes

Asset Retention and Cash Management 

Services
Cash management Yes

Refinancing of assets (repurchase 

agreements) or liquidity management 

operations.

Yes No Yes No Yes No Yes Investment Managers Yes

Depositary bank/ trustee Depositary function Yes
Monitoring the regularity of investment 

decisions and monitoring regulatory ratios
Yes

Regulatory obligations 

(CACEIS acts as 

Controller)

No Yes No Yes Yes No Yes

Depositary bank/ trustee Asset Retention and Position Holding No

Custody of fund assets (account keeping 

for financial assets and position keeping 

for non-financial assets)

Yes

Regulatory ob ligations 

(CACEIS acts as 

Controller)

No Yes No Yes Yes No Yes

Asset Administration and Accounting Portfolio Administration No

Accounting and portfolio measurement for 

institutional investors (local GAAP and 

IFRS).

Yes No Yes No Yes Yes No Yes

Asset Administration and Accounting Administration of Funds No
Accounting, administration and valuation 

of funds 
Yes No Yes No Yes Yes No Yes

Asset Administration and Accounting Regulatory Reporting No
Production of regulatory reports on behalf 

of third parties
Yes No Yes No Yes Yes No Yes

Asset Administration and Accounting Performance and Risk  Analysis No
Measurement and attribution of portfolio 

performance. Performance/risk  analysis.
Yes No Yes No Yes Yes No Yes

Private Equity, Real Estate & 

Securitisation

Depositary and Position Keeping Services
No see above yes No Yes No Yes Yes Yes

Investor Managers 

appointed by the Client or 

the funds

Yes

Private Equity, Real Estate & 

Securitisation
Administration of funds No see above yes No Yes No Yes Yes No Yes

Private Equity, Real Estate & 

Securitisation
Financing of the funds No

Complete offer including discovery and 

bridge financing.
yes No Yes No Yes Yes No Yes

Services to issuers Securities and financial services No

Management of issuers registered in pure 

registered and registered shares, dividend 

payment, creation and delivery of 

securities

yes No Yes No Yes Yes Shareholders Yes

Services to issuers Employee share ownership arrangements No

Centralisation of offers reserved for 

employees, management of stock-option 

and PAGA plans, maintenance of stock 

accounts for Sips

yes No Yes No Yes Yes Shareholders Yes

Services to issuers Management of general meetings No
Legal publication, convocation of 

shareholders and collection of votes
yes No Yes No Yes Yes Shareholders Yes

Market Solutions Execution Yes

Execution on equity and derivatives 

markets either directly or via our broker 

network .

yes no Yes no Yes Yes No Yes

Market Solutions Compensation Yes
Clearing for derivatives, listed as OTC, 

and cash equity.
yes no Yes No Yes Yes No Yes

Market Solutions Change Yes Exchange operations, spot and forward. yes no yes No yes Yes No Yes

Market Solutions Lending of securities Yes
Borrowing and lending operations as 

agent or principal
yes no Yes No yes Yes No Yes

Conservation rules 

Personal data:

(1) Special category of PD (Personal Data) as defined in section 9 of the GDPR -(e.g.: criminal record of directors, social security number)

(2) Personal or business details (Surname, first name, email address, tel) necessary for the performance of the service

Categories of persons concerned:

(1) Client’s underlying investors

Service 

actually 

provided by 

CACEIS to the 

Client 

(Yes/No)

(***) Processing is necessary for the provision of the 

services provided by CACEIS under the Contracts 

between the Parties (especially in the Client’s funds) 

Nature, purpose and purpose of processing Type of PD concernedServices offered by CACEIS Types of persons concerned
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Service Details of the service Nature and purpose of processing

Processing 

is required 

to provide 

service to 

the client 

(yes/no) (***)

Other purposes of 

processing

Speci

al 

categ

ory of 

PD (1)

PD 

required 

for the 

services 

rendered 

under 

the 

Contract 

(2)

Other 

PD (3)

Other PDs 

(specify if (3) = 

"Yes")

Employees 

of the Client
Investors (1)

Other 

category

Other category of 

persons concerned

General (**) rule 

applied 

Other rules (if 

applicable)

Middle Office Management of transactions Yes

Monitoring and consolidation of 

transactions (trade management) with 

multiple counterparties.

Yes no Yes No Yes Yes No Yes

Middle Office Holding of positions No
Centralised management of front-office 

and middle-office positions 
Yes No Yes No Yes Yes No Yes

Middle Office OTC derivatives services No
Flow processing, independent evaluation 

and regulatory reporting for EMIR.
Yes no Yes No Yes Yes No yes

Middle Office Share Class Hedging No

Hedging of the exchange risk  of units and 

shares of UCI denominated in a currency 

different from the fund’s reference 

currency (units hedged).

Yes no Yes No Yes Yes No yes

AML/KYC Investor order and information management Yes AML/KYC Yes
KYC/AML regulatory 

obligations
No Yes Yes

Presence of 

"sensitive" 

Personal Data 

(in the sense of 

confidential) for 

KYC/AML 

processes

Yes Yes Yes

All natural persons 

concerned by the 

obligations of KYC and 

AML

Yes

Retention 

rules 

applicable by 

the KYC and 

AML 

regulators

Service related to Distribution
Management of investor orders and 

information on distribution networks.
No

Service related to local distribution and/or 

cross-border distribution
Yes Yes Yes No Yes

Service related to Distribution

Order routing 

If applicable, keeping locally the 

Shareholder/Unitholder Register
No

Service related to local distribution and/or 

cross-border distribution
Yes Yes Yes Yes

Shareholders / 

Unitholders Yes

Multichannel communication OLIS Yes
Unique internet portal for all our customer 

services.
Yes No Yes No Yes Yes No Yes

Multichannel communication OLIS MOBILE Yes

Mobility service for essential information 

for asset managers:- VL monitoring and 

validation- Real-time monitoring of 

investors' S/R

Yes No Yes Yes

Personal data 

necessary for 

the 

performance of 

the service

Yes Yes No No

Multichannel communication SWIFT & Other Formats No
Multi-service connection solutions via 

SWIFT messaging
Yes No Yes No Yes Yes No Yes

Multichannel communication
TEEPI (Tailored Electronic Exchange 

Platform for Investors) 
No

Data exchange network  for relations 

between financial institutions and 

management companies.

Yes No Yes No Yes Yes No Yes

Data Analytics Services Analysis of investor behaviour No
Analysis of the behaviour of investors in 

the funds.
Yes

Legitimate interest of 

CACEIS
N/A N/A N/A

No Personal 

Data
N/A N/A N/A No Personal Data N/A

Publications
Information on CACEIS services and 

regulatory monitoring
Yes Sending Caceis newsletters to the Client Yes

Processing is 

necessary to send 

publications.

No Yes Yes Yes No No Yes

Domiciliation of funds and secretary 

services to funds

In particular, assistance provided for 

general meeting (GM) of shareholders and 

board of directors (BD). Domiciliation of 

SICAV (Mutual Fund)

Yes

Registration of administrator data in the 

Trade Register. Maintenance assistance 

of GM and BD. Monitoring of SICAV 

secretary. 

Yes

Regulatory 

obligations(CACEIS 

acts as Controller)

No

Conservation rules 

Personal data:

(1) Special category of PD (Personal Data) as defined in section 9 of the GDPR -(e.g.: criminal record of directors, social security number)

(2) Personal or business details (Surname, first name, email address, tel) necessary for the performance of the service

Categories of persons concerned:

(1) Client’s underlying investors

Service 

actually 

provided by 

CACEIS to the 

Client 

(Yes/No)

(***) Processing is necessary for the provision of the 

services provided by CACEIS under the Contracts 

between the Parties (especially in the Client’s funds) 

Nature, purpose and purpose of processing Type of PD concernedServices offered by CACEIS Types of persons concerned
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(**) General PD (Personal Data) retention rules applied by CACEIS 
    

The duration of treatment corresponds to the most important duration between: 

•  The term of the Agreement concerned by the treatment existing between the Parties until its termination or expiry in accordance with the termination and 

expiry conditions provided for in the Agreement concerned; and 

•  The required archiving time to allow CACEIS to comply with applicable regulatory or legal obligations.  

 

Personal Data relating to OLIS accounts are kept until the accounts are deactivated. This deactivation may take place at the request of the Customer or of 

the person concerned for whom the OLIS account was opened in connection with the relevant Contract. OLIS accounts opened in connection with a 

Contract are deactivated upon termination or expiry of the Agreement. 
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2 Upholding of the Individual Rights of the data subject (GDPR Chapter 4) 

 
Individual “rights” of the data subject are ensured, protected and guaranteed through the implementation of CACEIS internal policies and procedures, which 
are governed, monitored and evaluated by the Data Protection Officer.  
 
The personal data processed by CACEIS is either provided by clients for contractual or regulatory purposes or directly collected by CACEIS for legal reasons 
(in this cases, CACEIS acts as “data controller” for KYC, AML or Depositary Controls). This personal data obtained in a Business to Business relationship is 
used only for the purposes of meeting those agreed contractual commitments and to meet the national and international regulatory and legal constraints of 
financial products, markets and investments services. The personal data is therefore kept and archived for these purposes.   
 
CACEIS do not perform profiling based on Personal data and, for the purposes such as AML and KYC Personal information may be shared with the 
authorities upon demand (e.g. ACPR, ECB, Data protection authorities). 
 
All requests received by the DPO from the customers or directly from the data subject, will be processed in accordance with the applicable regulations. We 
expect in the majority of cases, that upholding of individual rights will be performed in partnership with our Customers DPO. 
 
Since CACEIS is a Business to Business financial service provider, as and when required, CACEIS will support our Business clients in fulfilling their duties to 
protect and guarantee individual “rights” of data subjects. 
 
Rights include the following: 

• Right to basic information 
• Right of access 
• Right of rectification 
• Right to erasure and the "right to be forgotten" 
• The right to restrict processing 
• Notifying third parties regarding rectification, erasure or restriction 
• Right to object to processing 
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3 Contractual and Legal Set-up for Applying the General Data Protection Regulation 

3.1 General purpose 

CACEIS defined the group strategy, internal organisation and template to implement GDPR in term of contract and legal matters towards clients, suppliers, 
counterparties, data subjects and intra-group. 

The purpose is to define the contractual and legal setup that all CACEIS Group entities and branches shall have in place with third parties (clients, suppliers 
and counterparties), data subjects as well as amongst the group entities and branches regarding personal data protection in order to implement the 
requirements triggered by the General Data Protection Regulation (EU) 2016/679 of the European Parliament and Council of 27 April 2016, relating to the 
protection of natural persons with respect to the processing of personal data and the free circulation of this data, and replacing directive 95/46/CE. 

3.2 LEGAL AND CONTRACTUAL STRATEGY  

According to Article 28.3 of GDPR, “Processing of personal data by a processor shall be governed by a contract that is binding on the processor with regard to 
the controller”.  

Thus, any relationships by CACEIS triggering personal data processing shall be governed by written contractual clauses detailing the rules and responsibilities 
of each party regarding the processing of personal data.  

Whether having a contractual relationship with clients, with suppliers, with other counterparties or intra-group, each CACEIS Entity shall ensure that any 
personal data processing by or for any counterparty is bound by either the CACEIS standard master agreement or CACEIS general conditions or CACEIS 
standard GDPR clauses and adapted to the type of counterparty and the type of services rendered or delegated.  

3.3 QUALIFICATION OF CACEIS ROLE UNDER GDPR  
 
It is the responsibility of the CACEIS team in charge of the contractual negotiation with clients or suppliers or other counterparty to ensure that the 
qualification(s) given in the contract is/are accurate according to the services rendered for and activities performed respectively by CACEIS to each client or 
by suppliers to CACEIS or amongst counterparties. 
 
Definitions of Controller and Processor are as follows: 
 

Data Controller or 
Controller 

As per Art. 4 (7) of GDPR, the natural or legal person, public authority, agency or other body which, alone or jointly with others, 
determines the purposes and means of the processing of personal data; where the purposes and means of such processing 
are determined by European Union or member state law, the controller or the specific criteria for its nomination may be 
provided for by European Union or member state law.  
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Data Processor or 
Processor 

As per Art. 4 (8) of GDPR, a natural or legal person, public authority, agency or other body which processes personal data on 
behalf of the Controller 
 

 
 
3.3.1 Qualification of CACEIS under GDPR vis-à vis its clients  

When processing personal data in the context of services rendered to clients, a CACEIS Entity might qualify either as Controller or as Processor or in some rare 
cases as Joint-Controller depending on the activities and services provided to that Client. Where CACEIS provides services to clients, CACEIS will generally 
process Personal Data on behalf of the client for whom CACEIS render the service and thus qualify as data Processor under GDPR.  

The content of the agreement between CACEIS and the client have an influence on CACEIS' qualification as controller or processor. Tightly defined instructions 
by the client stipulated in the contract regarding the personal data processing and absence of discretion in the provision of the services would reinforce the 
qualification that CACEIS acts as data processor. 

In specific cases, CACEIS is data Controller in the sense of GDPR where CACEIS is processing Personal Data to comply with its own legal / regulatory obligations.  

This will be the case in practice when the law imposes a duty or task to CACEIS that necessitates processing of personal data such as KYC/AML requirements 
or when performing its functions as depositary bank or in Luxembourg when acting as domiciliary agent.  

CACEIS has issued general conditions as well as a standard agreement called Data Protection Master Agreement (“DPMA”) encompassing the two possible 
situations vis-à-vis a Client. 

3.3.2 Qualification of CACEIS under GDPR vis-à vis its suppliers  

When outsourcing services to suppliers, the supplier generally qualifies as Data Processor of CACEIS for processing personal data in the context of the 
outsourced service and subject to CACEIS’ instructions (whether CACEIS is controller or processor of personal data vis-à-vis a client). 

CACEIS uses standard standard standard clauses for any contractual relationship with its suppliers. The purpose of the standard clause is to ensure that the 
supplier carries out any processing of personal data in accordance with the GDPR and to provide relevant instructions in this regard. 

In rare cases, CACEIS may act as Joint Controller with a supplier. It might be the case for instance when CACEIS appoint an insurance company to provide 
some insurance services to CACEIS employees.  

Some other specific situation may require further analysis of the qualification and adaption of the contractual set-up.  This is the case notably for relationships 
with, consultants, sub-custodians and financial counterparties. 
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In any and all cases, a contractual arrangement shall be made between the parties to set the qualification, define the respective obligations and agree on the 
flow of communication or actions amongst the parties in order to comply with GDPR. 

3.4 General organisation and management of contractual relations 

All matters relating to the contractualisation of CACEIS’s relationships with its suppliers, customers, or any other third party are defined by a group-level 
procedure. 

A GDPR Legal Review Committee is organised on an on-going basis at least once a month (except holidays breaks) to manage the contractual relations of 
CACEIS and to solve any blocking point or legal issues. 

3.4.1 GDPR Legal Review Committee 

The frequency of the monthly GDPR Legal Review Committee may be reconsidered according to the internal needs.  

The objectives of the GDPR Legal Review Committee are:  

¶ To review and validate the categorisation of the new suppliers 

¶ To review and validate any change of categorisation of an existing supplier 

¶ To consider any blocking points in the update of the contractual documentation vis-à-vis the suppliers, the clients or other counterparties and issue 
advice 

¶ To define new Group positions regarding qualification, contractual terms or modalities  
 

The Permanent Members are:  

¶ The DPO  

¶ The Group Head of Legal  

¶ The Group Manager on Legal projects 

¶ The (Group) Head of Purchasing Team  
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4 Organisational Security measures 

 

4.1 Data protection officer (GDPR Chapter 4, Section 4, Articles 37, 38, 39) 

 

CACEIS has appointed a DPO for the Group. The details are available via the Corporate internet and Intranet web sites. The DPO is a direct report of 
CACEIS Chief Compliance Officer, a member of the Executive Committee. The DPO will be in charge of data protection activities for the Group and 
coordinate a network of site level and entity level data protection correspondents. 

 

The CACEIS DPO can be reached via email: caceisdpo@caceis.com 

 

 

4.2 Commitment to data secrecy and confidentiality (GDPR Chapter 4, Section 2, Article 32.1) 

 

All CACEIS employees are committed to data, banking, business secrecy and confidentiality. This, within the scope and bounds of national employment laws 
(e.g. contractual, corporate charter, commitment letters, ... ). This commitment includes an obligation to confidentiality after the termination or change of 
contract of employment. 

 

CACEIS Information Security passport is a guideline issued to employees to outline best practices that are used in performing their business activities. It is 
fully aligned with Crédit Agricole’s procedures and best practices. 

 

 

4.3 Work directives, coaching and training sessions on data protection (GDPR Chapter 4, Section 4, Article 39.1(b)) 

 

CACEIS publishes and maintains policies and guidelines for privacy and protection of personal data. The CACEIS Group Data Protection and Information 
Security policy requires all entities to ensure compliance with their national and international legal requirements. In addition, CACEIS has published a specific 
HR Charter for the protection of employee personally identifiable information (PII). 

 

To ensure continued Employee development and awareness, we make use of industry standard training platforms for the delivery of up-to-date content to 
enable staff to self-manage their development throughout their career. Awareness campaigns for regulatory and industry practices, are delivered to CACEIS 
employees either via workshop meetings, Q&A sessions and desktop technologies.  

Registration of training and participation in the training classes is managed and tracked by HR. 

 

mailto:caceisdpo@caceis.com
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4.4 Records of processing activities (GDPR Chapter 4, Section 1, Article 30) 

 

CACEIS has inventoried the processing activities that use Personal Data as per Article 30 of the GDPR. Discovery and inventory of Personal Data was 
performed by the Business representatives, including assistance from Information Technology teams with regards to applications, to map, prioritize, and 
classify the Information. 

 

For each processing activity, the Records will: 

• specify entity and manager in charge, 
• list external providers if any, 
• recap all PII used, 
• list transfers of PII out of CACEIS (to Crédit Agricole Group / outside Crédit Agricole Group, within EU). Please notes that CACEIS don’t transfer PII 

out of EU, 
• qualify risks associated with PII management and mention related security measures. 

 

Since CACEIS leverages best practices, it benefits from automated tools that simplify both inventory and classification processes. The update of additional 
information contributing to more refined maps of systems and the architecture. 

 

The DPO has oversees the Records of Processing Activities and compliance with the regulation, the Controller and his representative is held accountable for 
ensuring that the information is correct and maintained up-to-date. 

 

4.5 Personal data breach procedures (GDPR Section 2, Article 33 and 34) 

 

CACEIS takes data breaches regardless of their nature as a very serious issue. The risk of Personal data breaches is reviewed, and appropriate measures 
are taken to mitigate those risks. Data breaches are managed based on internal policies and guidelines associated with crisis management.  Under the 
guidance of CACEIS DPO the relevant documentation (policy, guidelines) have been updated in coordination with the Group Crédit Agricole. Group 
guidelines have been issued and integrated. 

 

By default, after detection and regardless of the seriousness of personal Data Breach, the CACEIS DPO, CACEIS CISO and the Group Crédit Agricole DPO 
are involved in order to assess and coordinate the response. The response plan would naturally escalate and ensure notification of the DPOs of all the 
impacted Parties. 

 

Based on the severity of the impact to the rights and freedoms of natural persons, and according to Article 33 of the GDPR, the CACEIS DPO may advise the 
Client to notify their Data Protection Authority (DPA), and also the data subjects.  As CACEIS is a Processor for the majority of activities performed for clients, 
CACEIS will not directly notify the data subjects which will remain the responsibility of the controller (Article 34 of the GDPR). 
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CACEIS expects, and has taken measures to ensure, subcontractors to notify CACEIS of -any- personal data breach within a predefined timeframe and with 
no undue delay. 

 

 

4.6 Information Security guidelines (Chapter 2, Article 6 ; Chapter 4, Section 2, Articles 24, 25 ; and Section 3, Article 35) 

 

Information and IT security is governed by the CACEIS Information Security Policy (a version is available on the CACEIS Internet site) and supported by 
specific subject matter guidelines and standard operating procedures (SOP). These cover the principal themes such as classification, roles and 
responsibilities, identity management and access control, infrastructure security, user technologies including desktops and mobile systems, development 
guidelines, data backups, etc ... These are regularly reviewed and updated to cater for emerging technologies and risks. 

 

CACEIS Information Security passport is a guideline issued to all employees that outlines the best practices to be used in performing their business duties. It 
is fully aligned with Crédit Agricole’s procedures and best practices. 

 

Risk assessments are performed for all new processing requirements and changes to existing processing. Where the type of processing activities presents 
high risks to the rights and freedoms of natural persons then a Data Protection Impact Assessment (DPIA) is performed (Article 35 of the GDPR). The DPIA 
methodology is fully aligned to Crédit Agricole’s. 

 

CACEIS systems are designed and embed protection measures by default and by design, these measures include some of those described above. By 
default, there is no access. In accordance with article 25 of the GDPR, some of the existing security guidelines will be enhanced to further reduce risks to the 
rights and freedoms of natural persons, in particular for special categories of data. 

 

With regards to the development of software and systems, a specific policy addresses Acquisition, Development and Maintenance and covers topics: 

• integration of security in projects  
• risk analysis and security requirements  
• design and implement security solution  
• testing, acceptance and commissioning 
• documentation  
• maintenance  
• integration of security in development 

 

In addition, various procedures and standards are in place, of which: 

ü MESARI is used for risk assessments. 
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ü SECAPI is a CASA group standard, which provides secure privacy-by-design principles. 
ü SOPs are in place in the IT department. 

 

Software development, implementation and maintenance is documented and ensures operational procedures are maintained. The documentation uses 
industry best practices and standards such as COBIT and ITIL. 

 

 

4.7 Data storage / processing outside Europe (GDPR Chapter 5, Article 44) 

 

All personal data is stored and processed within the CACEIS datacentres in Europe. For some activities, that concerns principally fund administration and 
accounting, a small amount of remote processing takes place from CACEIS offices in either Hong-Kong or Canada. 

 

Certain processing activities leverage third-parties, such as software development and maintenance. The activity is performed remotely on systems in 
European datacentres and makes use of anonymised data. 
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5 Technical security measures to protect Personal Data 

 

5.1 Overview of the technical architecture 

CACEIS Information Technology services are focused primarily on design, build and run of the highly automated business information systems. The systems 
leverage technologies such as Mainframe, Microsoft Windows, Linux, Oracle databases and Web based middleware. 

 

The hosting of the technical platform and lights-out operational management are outsourced to DXC and located in Luxembourg. Desktop services are 
managed and delivered by Credit Agricole SILCA and located in France.  

 

5.2 Measures to pseudonymise and anonymise personal data (GDPR Chapter 4, Section 2, Article 32.1(a)) 

 

CACEIS Information Security Policy mandates that no production data is available in non-production environments (development, test, etc) unless fully 
anonymised. This rule applies to Personal Data. 

 

5.3 Measures to encrypt personal data (GDPR Chapter 4, Section 2, Article 32.1(a)) 

 

Following measures are in place: 

 

1. Mobile computers are equipped with hard disk encryption technologies 
2. TLS security protocol has been implemented for email exchange 
3. HTTPS security protocol is used to secure access to web-based applications 
4. Data transfers with clients are encrypted 
5. A solution is available to encrypt sensitive emails 

 

5.4 Measures to ensure ongoing confidentiality (GDPR Chapter 4, Section 2, Article 32.1(b)) 

 

Following measures are in place: 

 

1. Buildings and external areas are controlled by security personnel. Alarms are in place. Entrances are protected by technical access controls 
(entrance control and video control) and organizational measures (front desk) 

2. Proper identification and review of users and administrators accessing personal data 
3. Password policy implemented 
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4. Screen lockout after inactivity period 
5. Secure network infrastructure 
6. The USB ports can be blocked by default 
7. Access to personal data by unauthorised individuals is prevented 
8. Secured physical transportation 
9. Disposal of used PCs data storage media and written matter is controlled 
10. Secure printing solution is deployed 

 

 

5.5 Measures to ensure ongoing integrity (GDPR Chapter 4, Section 2, Article 32.1(b)) 

 

Following measures are in place: 

 

1. Unique user ID is in place 
2. High privilege access rights and separated from business activities and can be link to an identified user 
3. Physical data transmission is logged and confirmed 
4. Electronic data transmission is logged and controlled 
5. Based on risk analysis, data entry for certain high-risk applications is possible only with a 4-eyes-principle. 
6. Access to personal data is monitored and logged 
7. Administration activities are recorded 

 

 

5.6 Measures to ensure ongoing availability (GDPR Chapter 4, Section 2, Article 32.1(b) (c)) 

 

Following measures are in place: 

 

1. SLA are in place with providers 
2. Secured facilities against burglary, fire, flooding, heat and power failures 
3. Data backup centres and procedures are in place to restore the availability of personal data in a timely manner 
4. Recovery/restoration are tested 
5. BCM concepts have been designed and implemented.  
6. Specific high-risk scenarios have been developed to cover incidents such as people related (virus, flooding, … ) and technology related ( massive 

desktop outage, logical failure of datacentres technology caused by human error, technology failure or cyber threats). 
7. Regular testing of BCP and DRP plans to ensure the systems and processes are fully operational and up to date. 
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5.7 Measures to ensure ongoing resilience of the systems and services (GDPR Chapter 4, Section 2, Article 32.1(b)) 

 

Following measures are in place: 

 

1. Each application is subject to risk assessments that map the appropriate security controls and security measures (C.I.A). Application software is 
subject to internal SECAPI architecture and development standard, is maintained, tested and reviewed prior to Change Control permitting 
promotion to production environments. 

2. DRP and Penetration test are performed to ensure the robustness of the data processing environment. 
3. Regular security scans of the network that identifies the equipment attached, the software in use and any vulnerability. Remediation plans are 

elaborated for identified high-priority items. 
4. Threat intelligence solution is used to evaluate and analyse the risk levels. 
5. Secured facilities against theft, fire, flooding, heat and power emergency supply in hardware areas. 
6. Data backup procedures are in place to restore the availability of personal data in a timely manner. 
7. Recovery/restoration are tested. 

 

 

5.8 Measures for regular reviewing, assessing and evaluating of the effectiveness of technical and organisational measures 

(GDPR Chapter 4, Section 2, Article 32.1(d)) 

 

Following measures are in place: 

 

1. Internal controls have been designed and implemented to monitor the efficiency and effectiveness. These include operational level controls 
(Level 1), consolidated controls (level 2 and 2.1) and Level 3 controls. 

2. Audits are performed internally and externally, 
3. Regular testing of disaster recovery and business continuity plans 
4. GDPR control plan is being elaborated and will be implemented in 2018. 
5. Technical and Organizational Measures (TOMs) are regularly reviewed. 
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6 Detail for specific technical and organisational protection measures 

 

6.1 Physical security measures  
 
6.1.1 CACEIS Office space 
 
CACEIS Buildings and office space are protected 24/7 using technologies such as video surveillance, intrusion detection, and nightly rounds of security staff. 
 
Entry into building requires prior authorisation and an access pass. The badges provide restricted access and circulation within the buildings. All employees 
are issued with a badge. Visitors are issued with a temporary access pass once their identity has been confirmed and the visit authorised by a CACEIS 
employee. 
 
 
6.1.2 Data centre processing facilities 
 
CACEIS processing facilities are very tightly controlled. CACEIS maintains formal access procedures for allowing physical access to the data centres. The 
data centres are housed in facilities that require specific electronic card key access and proof of identity. Access lists are maintained and reviewed frequently.  
CACEIS's data centres require on-site security operations responsible for monitoring and logging all physical data centre security functions 24 hours a day, 7 
days a week. 
 
 

6.2 Authentication management and control 
 
6.2.1 User Identification 
 
Policies and procedures are defined to ensure that proper identification of users and administrators accessing personal data are identified. 
 
CACEIS employs a centralized identity and access management system (IAM). This system is responsible for the allocation of user identities, the user 
identities are unique for all personnel that wish to access and use any part of the CACEIS Information System. Access can only occur via a CACEIS network 
connected workstation. These require a personal user identity and at a minimum a password.  In some instances, specific applications may require two factor 
identification with either a chip card or a token solution. 
 
CACES Information Security Policies mandates that privileges should be segregated and distinct from regular business activities, therefore a dedicated user 
ID is provisioned to those nominated individuals. Privileges include special system and application administration tasks. 
 
To ensure the USER ID remain relevant, recertification and conciliation campaigns are regularly performed. Thus, any orphans and invalid USER IDs are 
immediately disabled and removed as necessary (e.g. timely deactivation of USER IDs of employees that have left the company). 
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6.2.2 Authentication 
 
The IAM controls access to production systems based on defined rules. CACEIS leverages technologies such as LDAP, Kerberos and a proprietary system 
utilizing RSA keys to provide secure and flexible authentication mechanisms. These mechanisms are designed to grant only approved access rights.  
Authentication to technical systems is additionally controlled via a dedicated platform. 
 
Authentication with CACIS generally requires a personal secret password, although in a few instances, two factor authentication is performed using chip cards 
and token devices. The password management rules and standards are governed by the Information Security Policies. These standards include such 
restrictions as password reuse, password strength and password lifetime. The following password rules are implemented and controlled within the windows 
active directory: 
 

• At least 8 characters is defined in the policy (12 in practice) 
• Maximum password lifetime: 90 days 
• Locked account: after 5 login attempts 

 
 
6.2.3 Access to data processing systems 
 
All data processing systems (desktops, servers, .. ) are connected by an internal CACEIS network. Access is data processing systems is only possible from 
the CACEIS network.  
 
The CACEIS network design standards are based on the Crédit Agricole standards. CACEIS network is physically and logically segregated (purpose, risk, 
technology) integrating security technology that monitors, detects and prevents intrusion (Firewalls, IDS, IPS and WAF).  System redundancy and fault 
tolerance is part of the network architecture to ensure access to data processing systems complies with Business SLAs requirements. 
 
System settings follow a "default-deny" principle. Meaning that firewall and router configurations have been set up in order to restrict the traffic inbound and 
outbound and that everything not explicitly allowed is prohibited.  By default, and by design these settings deny all flows and communication across 
boundaries, only those flows defined are authorised. A Change Acceptance Board (CAB) is dedicated to network flows, protocols and services. Controls are 
implemented to monitor the compliance with our technical policies.  
 
Monitoring is performed in real-time by the Credit Agricole CERT monitor 24x7 and CACEIS SOC. In the event of warning or irregularities the Information 
Technology Security Officer (ITSO) and SOC initiate responses according to agreed procedures. 
 

6.3 Access control by authorisation management 
 
Access assignment is formalized and governed by the CACEIS Access Control Policy (part of the Information Security Policies). The Standard operating 
procedure (SOP) describes how the management process operates, including the authorisation and attribution of “Access”.  
 



CACEIS position with regards to the GDPR 
 

 

CACEIS October, 2020 Version 1.2 Page 22 of 25 

Access is allowed on a need to know basis only. Access authorisation is performed using workflow and is required by both the manager and the application 
owner, in some instances additional approval may be required. The assignment of specific rights is handled by the application and attributed once authorised 
by managers.  
 
The authorisation management workflows are performed within the IAM system, where the provision and the attribution of rights is managed using pre-defined 
business profiles. Only the Business profile manager can apply for a change Business profiles. The approval from the business profile manager, the business 
application owner and the risk department are required to assign new access to a Business Profile. 
 
The IAM system performs revocation automatically. Complementary to this, recertification campaigns are performed regularly by the manager and the 
application owner to certify the need is still appropriate. 
   
The business profiles, and associated access entitlements, are defined to enforce the principles of “need to know”, “least privilege”, and “segregation of 
duties”. Reviews are performed with the risk department to check toxic access right combinations. 
 
 

6.4 Copy Protection of data 
 
The Information Security Policy of CACEIS defines rules how to use media and to handle data.  Use of portable digital media is not permitted. USB ports can 
be blocked by default and individuals can request temporary activation. The local CISO approves requests. Only CACEIS approved external media are 
allowed to use for storing data. 
 
 

6.5 Disclosure Control 
 
6.5.1 Information transport and Electronic data transmission 
 
The Information Security Policies and SOPs define secure transportation measures for the protection against unauthorized access and misuse. 
 
Physical transportation of information, in particular confidential and sensitive information, is restricted. CACEIS make use of specific secure transport services. 
 
Electronic Transfers, CACEIS transfers the majority of information electronically, via secured internet connections and secure file transfer. Each sender 
participating in the transmission is identified using electronic signatures. Data transmission of personal data across external networks uses strong 
cryptography and secure protocols, such as the use of TLS, SSH, HTTPS, SFTP, IPSEC. All electronic data transmissions are logged and monitored. 
 
Security measures are implemented to monitor and control the flow of data through endpoints and external networks. Such measures include Firewalls, IDS, 
IPS and WAF technologies. A Change Acceptance Board is dedicated to network flows, protocols and services reviews and plans requests. 
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6.5.2 Data Security 
 
CACEIS Information Security Policies and SOPs define our approach for asset classification including application assets and data assets. A majority of assets 
are inventoried and classified based on risk assessments that include the evaluation of Information Security axioms Confidentiality, Integrity, Availability. This 
approach includes the classification of Personally Data. The asset classification process is a defining step to ensure that the choice of security measures and 
controls is performed according to the level of criticality of the asset. 
 
 
6.5.3 System resilience and penetration tests 
 
Both system resilience and robustness are important aspects of the services delivered by CACEIS. To ensure these meet with our Business standards we 
schedule and perform numerous data processing tests throughout the year.  These tests include Business Continuity (BCM) and Disaster Recovery Tests 
(DRP), and Penetration tests (PEN TEST). Change control is part of the process that contributes by ensuring testing is properly performed prior to delivery of 
changes into production environments. 
 
DRP includes ensuring plans are documented, up-to-date and tested for a number of defined disaster scenarios.  Data recovery includes our ability to restore 
information. Guided by the Backup Policy that defines the standards and practices for secure information backup and recovery, we perform regular restoration 
tests. 
 
PEN TESTS are performed regularly by CACEIS on our critical infrastructure to test the strength, robustness, resilience, performance and maintain water 
tightness of the security systems measures deployed. In addition, CACEIS has a threat intelligence tool that constantly analyzes the state of its system and 
network to detect potential security breaches. 
 
 
6.5.4 Portable PCs (laptops) and mobile devices 
 
Protection measures for Portable PCs (laptops) and mobile devices are defined by the Information Security Policy and described in the Information Security 
standards and SOPs.  The use of mobile devices (laptops, smartphones, tablets, etc.) is subject to particular rules. Users agree to respect these rules by 
signing a specific document when issued with the device in question. 
 
Information on laptops is protected by hard disk encryption technologies and by others security measures managed by MDM (Mobile Device Management) 
solution. In case of loss or theft, the data stored on the mobile devices can be erased remotely by CACEIS. 
 
 
6.5.5 Disposal of used PCs and data storage media 
 
CACEIS has defined and implemented appropriate procedures (SOP) for the secured transportation and disposal of ICT assets, with data storage media 
subject to destruction standard EN 66399. CACEIS has also defined and implemented appropriate procedures (SOP) for the secure erasure of data from 
storage media. 



CACEIS position with regards to the GDPR 
 

 

CACEIS October, 2020 Version 1.2 Page 24 of 25 

 
 

6.6 Availability control 
 
6.6.1 Security facilities in hardware areas (server rooms, data centre) 
 
Information systems are hosted within Tier IV data centers that meet highest level of protection and security requirements. The Tier IV data centers are 
protected against power interruption, power loss and they are both located in areas that are not subject to flooding and seismic activity.  To meet the exacting 
criteria, both power and telecoms are secured via numerous entries.  
 
 
6.6.2 Data backup 
 
Management of data backup and recovery is performed as follows:  
 

- SOPs have been developed to ensure the backup and recovery of systems in line with predefined business requirements. 
- Backups are performed daily and mirrored to the secondary site. 
- Backup and recovery procedures are tested at least yearly to ensure they are fully operational and maintained up-to-date. 

 
 
6.6.3 Precautions against disasters 
 
CACEIS supports a number of pre-defined Credit Agricole major crisis scenarios and has implemented SOPs to respond to these in the event of a disaster. 
 
With regards to our data centers, they are fault-tolerant, and independently capable of resorbing an outage of its partner data centers and ensuring the 
continuity of service delivery. Our crises management plans ensure failover management. 
 
CACEIS performs several tests per year to ensure that the technical and organizational measures in case of disaster, are operational. These tests are carried 
out under the control of the business line which validates the result of the tests. 
 
 

6.7 Audit trail for personal data input, changes and erasures 
 
Access to data (inputs, changes, erasures) using corporate applications is logged by applications themselves, the applications have some monitoring solution 
carried out by business.  
 
Individual users accessing personal data is also logged and monitored. This means that instances of access to personal data stored in applications is 
monitored and logged (read, write, update, .. ). 
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Administration activities (e.g. recording log-on attempts, exceptions, faults, etc.) are fully logged with event logs regularly reviewed. Dedicated actions are 
implemented where suitable to mitigate any process related risk. The controlling takes the result of the monitoring and performs corrective actions to 
remediate any specific breach of Corporate rules. CACEIS IT Security Officer is responsible to initiate the dedicated process. 
 
For the control of unstructured data, CACEIS relies on the Varonis solution to control access rights to shared directories and access to these data. 
 
 
 

6.8 Data deletion and restriction of processing 

 
CACEIS data retention policy is to maintain data no longer than legally, regulatory or contractually required. 
 
 

6.9 Sub-Contracting control 
 
Services corresponding to predefined criteria are closely monitored according to the predefined Credit Agricole Guidelines for Outsourced Essential services 
(OES) (PSEE in French). These are complemented by a specific CACEIS IT outsourcing policy based on ISO 37500. All sub-contractors are subject to the 
CACEIS clauses of confidentiality and CACEIS Information Security Policy. 
 
All sub-contractors are evaluated annually on the basis of a compliance questionnaire or, in some cases, by audits. 
 


